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FOIA and data protection: the difficult balancing
exercise for public authorities when a request is
made for third party personal data

The Freedom of Information Act 2000 (‘FOIA") allows members of the public to request information from public bodies. As guidance issued
by the Information Commissioner explains, the main principle behind FOIA is that people have a right to know about the activities of public

authorities, unless there is a good reason for them not to.
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The Freedom of Information Act 2000 (‘FOIA") allows members of the public to request information from public bodies. As guidance issued
by the Information Commissioner explains, the main principle behind FOIA is that people have a right to know about the activities of public
authorities, unless there is a good reason for them not to. One such exemption is where the requested information concerns the personal
data of third parties") and complying with the request would breach any of the data protection principles now contained in Article 5 of the
General Data Protection Regulation (‘GDPR’).

The most common justification for withholding information under this exemption is that the processing (i.e. the disclosure of the
information) would not be lawful, fair or transparent under Article 5(1)(a) of the GDPR®). The interaction of FOIA and GDPR in this respect
has two unusual consequences for public authorities. First, the public authority will in most cases need to apply the legitimate interests
gateway contained in Article 6(1)(f) of the GDPR, which is permitted because section 40(8) FOIA overturns the usual position contained in
Article 6 that prevents public bodies from relying on this gateway. Second, whilst there is usually a presumption in favour of disclosure
under FOIA, the assumption is reversed and a justification is needed for the disclosure of personal data.

If the legitimate interests gateway is relied upon, the public authority must ask itself the following three questions (See South Lanarkshire
Council v Scottish Information Commissioner [2013] UKSC 55 at [18]):

 |s the data controller or the third party or parties to whom the data are disclosed pursuing a legitimate interest or interests?
» |s the processing involved necessary for the purposes of those interests?

¢ |s the processing unwarranted by reason of prejudice to the rights and freedoms or legitimate interests of the data subject?

The real difficulty for public authorities arises in relation to the third question. This is different from the usual public interest test that public
authorities apply under FOIA. In many cases the outcome will not be clear cut and for those finely balanced cases the requestor or third

party (or both) may be unhappy with the decision because either too much or too little personal data has been released.

The touchstone is one of proportionality; any disclosure must not cause an unwarranted interference with the third party’s rights. The

Information Commissioner has set out in guidance some relevant factors for public bodies to consider when going about this task:

+ What potential harm or distress may disclosure cause?

¢ |s the information already in the public domain?

¢ |s the information already known to some individuals?

¢ Has the individual expressed concern or objected to the disclosure?

+ What are the reasonable expectations of the individual?


https://www.brownejacobson.com/insights/training-resources/resources/legal-updates/2020/01/public-matters-january-2020
https://www.supremecourt.uk/cases/docs/uksc-2012-0126-judgment.pdf
https://www.supremecourt.uk/cases/docs/uksc-2012-0126-judgment.pdf

In many cases the personal data in issue will be that concerning employees of the public authority. In this context the type of information

will also be a critical factor and the Information Commissioner has also produced more detailed guidance here covering salaries and

bonuses, termination of employment, organisational tasks, job descriptions, employee names in documents, registers of interests, and
disciplinary files. In most cases, however, the level of seniority of the employee and the extent to which the information intrudes into the

employee’s private life (for instance, exact salaries or performance information) will need to be given weight.

One final quirk about this area of FOIA is that the motive of the requestor can matter — a departure from the usual position which requires
public authorities to disregard motive. The Information Commissioner’s position is that it is unlikely that a disclosure under FOIA based on
purely private interests meets the final limb of the three part test set out above. Conversely, a requestor’s lack of motivation to publicise
the information requested is not a relevant consideration — any disclosure under FOIA remaining a disclosure to the world at large (See
Information Commissioner v Halpin [2019] UKUT 29 (AAC)).

Given that public authorities will not want to either breach their obligations under the GDPR or their statutory obligations under FOIA the
balancing exercise required by the legislation can be a difficult task. Browne Jacobson has an experienced team of information lawyers on

hand to guide public bodies through this process.

() In other words, the personal data of a person other than the requestor. If a person is requesting access to their own personal data the

request should be treated as a subject access request made pursuant to the data protection legislation (see s.40(1) of FOIA)

@) If the disclosure is lawful because it overcomes the legitimate interests hurdle then in most cases it will also satisfy the requirement of
fairness due to the balancing exercise discussed below that needs to be undertaken by the public authority. However, it remains possible
that the information could be withheld because its disclosure would not be fair or transparent (possibly, for example, because its release

would be inconsistent with the public authority’s privacy notice)

Contact
Matthew Alderton

Partner

matthew.alderton@brownejacobson.com

+44 (0)330 045 2747

Related expertise

Services

Data protection and privacy

© 2025 Browne Jacobson LLP - All rights reserved


https://ico.org.uk/media/for-organisations/documents/1187/section_40_requests_for_personal_data_about_employees.pdf
https://assets.publishing.service.gov.uk/media/5c6e8aca40f0b647b35c43bf/GIA_2288_2018-00.pdf
http://www.legislation.gov.uk/ukpga/2000/36/section/40
https://www.brownejacobson.com/services/information-law/data-protection-and-privacy

