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Digital infrastructure is the foundation for nearly all essential public sector functions. This makes public sector
firms attractive targets for cyber attacks.

New research by Keeper Security has concluded that over a third of UK public sector firms are subject to over 250 cyber- attacks a year.

The repercussions of cyber- attacks are far-reaching, with nearly 4 in 10 of respondents experiencing reputational damage due to a

successful attack.

Whilst industry experts expect the number of cyber attacks to grow, the report identified that just 29 per cent of public sector organisations

believe they are ‘well prepared’ to defend against attacks.

Alongside this, only 19 per cent have a highly sophisticated framework for visibility and control of identity security.

Considerations for insurers
The increase in cyber-attacks and lack of defence structures signify there is a high likelihood of future successful cyber attacks. Insurers

may want to review cyber wordings and underwriting considerations to ensure their wording meets the policyholder’s needs in a way that

does not cause undue risk to themselves.

Contents

The rising number of cyber-attacks
 31 January 2023



The Word, January 2023 

(Another) case on the importance of clear drafting 

California bomb cyclone set to ‘to exceed $1bn’ in storm damage costs 

Systemic Event Risks: the need for a customer-centric approach to policy drafting 

The rising number of cyber-attacks 

https://www.brownejacobson.com/insights/the-word-january-2023/systemic-event-risks-the-need-for-a-customer-centric-approach-to-policy-drafting-c0691b1044ac9f86fdf6e4f3dd101fc4-1fdd99d3e8a2e917a2141154b44c4989
https://www.brownejacobson.com/insights/the-word-january-2023/systemic-event-risks-the-need-for-a-customer-centric-approach-to-policy-drafting
https://www.keepersecurity.com/en_GB/uk-cybersecurity-census-report-2022.html?s=intro
https://www.brownejacobson.com/insights/the-word-january-2023
https://www.brownejacobson.com/insights/the-word-january-2023/another-case-on-the-importance-of-clear-drafting
https://www.brownejacobson.com/insights/the-word-january-2023/california-bomb-cyclone-set-to-to-exceed-$1bn-in-storm-damage-costs
https://www.brownejacobson.com/insights/the-word-january-2023/systemic-event-risks-the-need-for-a-customer-centric-approach-to-policy-drafting


Contact
Tim Johnson
Partner

tim.johnson@brownejacobson.com

+44 (0)115 976 6557

Our expertise

© 2024 Browne Jacobson LLP - All rights reserved

Out of this world insurance – proposed changes to orbital liability and insurance 

The continued threat of piracy in Southeast Asian waters 

Coverage disputes and policy interpretation

Cyber liability and data security insurance

Financial service and insurance advisory

Insurance claims defence

Policy drafting and distribution

https://www.brownejacobson.com/insights/the-word-january-2023/systemic-event-risks-the-need-for-a-customer-centric-approach-to-policy-drafting-c0691b1044ac9f86fdf6e4f3dd101fc4-1fdd99d3e8a2e917a2141154b44c4989
https://www.brownejacobson.com/insights/the-word-january-2023/the-continued-threat-of-piracy-in-southeast-asian-waters
https://www.brownejacobson.com/services/insurance-claims-defence/coverage-disputes-and-policy-interpretation
https://www.brownejacobson.com/services/dispute-resolution-and-litigation/cyber-liability-and-data-security-insurance
https://www.brownejacobson.com/services/financial-service-and-insurance-advisory
https://www.brownejacobson.com/services/insurance-claims-defence
https://www.brownejacobson.com/services/financial-service-and-insurance-advisory/policy-drafting-and-distribution

